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ABSTRACT

Ministry of National Defense plans to harness Al as a key technology to bolster overall defense capability for cultivation
of an advanced strong military based on science and technology based on Defense Innovation 4.0 Plan. However, security
threats due to the characteristics of Al can be a real threat to Al-based defense information system. In order to solve them,
systematic security activities must be carried out from the development stage. This paper proposes security activities and
considerations that must be carried out at each stage of Al-based defense information system. Through this, It is expected to
contribute to preventing security threats caused by the application of Al technology to the defense field and securing the
safety and reliability of defense information system.
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Table 1. Standard Development Process of
Defense Software

Stage Jobs

- Select Software Lifecycle Model
- Plan for Development

D Prepare

- Define and Review System

@ Analysis Software/DB Requirement
- Create Specification
- Design Inteface and DB
@ Design - Define Unit/Integrated

Test Requirements & Plan

@ Implement | - Developmental Test

& Test - Certificate Software/System
. - System Installation
©® Delivery - Operational Test
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Fig. 1. ISO 23053, Al Systems Life Cycle
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Table 3. Security Activity in Development Process of Al-based Defense Information System

Dev. Process Dev. Process Security
of Defense . Threats Security Activity ref.
of Defense Al .
Software to Consider
@ Prepare - - _
® Analysi Cost / Benefit Analysis of applying
nalysis Supply Al to System
@ Design Chain - Set Al Stakeholders . . (34)
) Attack - Set Access Control Policy for each
© Design Development Stage
- Scan Vulnerability of SW for Al Dev. (3)
@ Data Poisoning - Analysis of Data Quality / Quantity (4) (31)
Preparation Attack - Data Preprocessing / Auditing (5] (33)
@ Development Scan & Fix Model Security Threat | (6) | (34
& Test @ Modeling & Adversarial can 1x Mo 'e .e.curl M rea (14)
Evaluation Attack - Apply Al Explainability (19) (37)
- Test & Evaluation (39)
- Monitor & Review of Sys. Operation
‘ @ Operation & Privacy - Set Procedure of Mo‘del Retraining
(® Operation Monitorin Throat - Manage Data History (31)
g - Documentation & Sharing to Al
Stakeholders
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